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Mobile ID (Asan Imza) ïsecure key to 

the Digital Trade Hub in Azerbaijan 

and cross-border e-services



Global trends to keep an eye on

People are going mobile
V Smartphones and tablets ïfast growth ahead! 

V User interface for everything

V Social distribution happens in hours 

Big Data Ÿ service innovation
V Real-time data ïuploadable, findable, sharable

V Processing costs fall rapidly Ÿ accessibility improves

V Data mining and analytics: finding patterns

But: cyber threats are intensifying



On the Internet nobody knows you're a dog!



www.asanimza.az

Asan Imza: SIM based personal 

identification for digital services
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What is Mobile-ID?

Three-factor authentication 

Digital certificates issued by Asan Imza cannot be used without 

an additional PIN code, meeting the three-factor authentication 

requirements of: 

Vñsomething you haveò (physical SIM card), 

Vñsomething a user isò (biometrics and face-to-face meeting), 

Vñsomething you knowò (PIN code).



Asan Imzaïthe highest level of assurance
ÁThe domain of issuing identity is usually seen as a fundamental government task

ÁIdentity management based on government knowledge and information 
(population registry, checking validity of identity documents, fingerprints,           
photo, citizenship, etc). Identity is confirmed by state

ÁAsan Imza - qualified electronic signature is 
compliant to EU Regulation No 910/2014 
(eIDAS Regulation)

ÁIdentification and 
method for processing 
mID applications must 
ensure high level of 
trust

NIST declares the age 

of SMS-based 2-factor 

authentication over

Asan Imza - the 

highest degree 

of confidence 

and the 

minimal risk 



Asan ImzaïmID guaranteed & issued by STATE

Source: Oleg Shvaikovsky



Azerbaijan Asan Imza in 2017

V Pilot launch in September 2013, product in February 2014 

as the first SIM based digital identity in Azerbaijan

V Issued by all major mobile operators: MNO Azercell 

(Telia), Bakcell and Azerfon

V Asan Imza in numbers:

V Issued more than 370 000 Mobile-ID certificates

V More than 25 million transactions  and Mobile ID 

signatures

V Over 90% of tax declarations submitted electronically 

(in total 400 thousand taxpayers in Azerbaijan

V over-state e-service using Asan Ķmza in process of 

appointment of authorized persons and labor contracts 

registration

V Around 500 different e-services in Azerbaijan



Who is the mID user?

V there have been issued around 370 000 Asan Ķmzacertificates in the 

country.

49%

47%

4%

Asan Imza User Group

Individuals

Business

Government



The most popular e-Services used with Asan Ķmza

V Labour and social protection e-services

The second largest figure of using e-services with Asan Ķmza is related with the e-services of 

labor contract registration for employers and employees rendered by Ministry of Labor and 

Social Protection of Population and e-services of State Social Protection Fund. The cumulative 

number of usage of these e-services with Asan Ķmza made approximately 1.5 MLN. in 2015. 

V e-Custom declaration The newly introduced e-customs declaration service allows citizens and 

businessmen to electronically declare their imported goods and transport means using mobile ID 

(Asan Imza) without the need to physically apply to any customs broker/customs department as 

it earlier used to take place. The whole process is as easy as logging in to the e-Government 

portal using Asan Ķmza, filling in the e-declaration and signing the ready declaration with again 

Asan Ķmza. Since only April 2016 more than 500 000 signed e-declarations have been sent.

V Tax services

Ministry of Taxes of Azerbaijan holds the 

premier position among other public service 

providers. 63 of 457 public e-services are 

provided by the Ministry. It is one of the few 

government authorities rendering its services to 

the users also via a dedicated tax portal 

(www.e-taxes.gov.az). In general, till March 

2017 taxpayers conducted around 10 MLN. tax  

operations using their Asan Ķmza via the e-Tax 

Portal. 

http://www.e-taxes.gov.az/


Innovative services with Asan Ķmza

V Declaring taxes by phone: 195 Call Centre

Taxpayers can fill in and submit their simplified tax declarations by calling 195 Call 

Centre. There is even no need to use PC or Internet for this purpose; the operator of Call 

Centre will guide the taxpayer throughout the overall process only asking to confirm the 

ready declaration with his/her PIN2  to submit it. 

V Expanding the list of services at 

195 Call Centre and integrate 

other popular services via other 

call centers with AsanĶmza



Asan Ķmzaïsecure key to financial serices (KYC)



All you need is a 
mobile phone 

with secure SIM

Asan Imza is easy


